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Why Do We Need to Develop Standards for HSSEDI

Malware?
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BaCkground Rise of New Threats HS SE
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Malware Attribute Enumeration and
Characterization (MAEC)
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MAEC Use Cases HSSEDI
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MAEC Overview HSSED
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Mid-level

e.g. Persistence

e.g. Malicious Binary Instantiation

Low-level Abstracted
Actions
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MAEC:Action

Effect(s)

Specific
Attributes

Action Implementation
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Action Example

Effect:

File Created: xyz.dll

Specific Attributes:

File Name: xyz.dll
Open Mode: generic_write

HS SEDI

Homeland Security Systems Engineering and
Development Institute

Create_File

Object: xyz.dll

Size: 1920 Kb
FQ Path: C:\Windows

Action Implementation

API Call: CreateFile()
Address: Library: Return Value:
Ox481ffd Kernel32.dll Handle (0123)

Parameter(s):

(xyz.dll, ...)
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MAEC Behavior Model

MAEC:Behavior

Behavioral (Abstracted) Effect

I ? I

Effect(s) Effect(s) Effect(s)

\.@f Home;land Page 10
X Security

The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS.



Basic Behavior Example

MAEC: Security Service Disable Behavior

Behavioral (Abstracted) Effect:
wscsvc is stopped and prevented from restarting

$

HS SEDI

Homeland Security Systems Engineering and
Development Institute

Effect(s) Effect(s) Effect(s) Effect(s)

Effect(s)

Action; Action: Action: Action:

Action:

OpenSCM OpenSvc GetSvcStatus ModifySvcStatus ModifySvcStartupType
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HS SEDI

More Complex Behavior Example P T

MAEC: Email Harvesting Behavior

Behavioral (Abstracted) Effect:
Email addresses are harvested from a local disk

| . |

Effect(s) Effect(s) Effect(s)

Action Collection: Action Collection: Action Collection:
Find Local Disks on Machine Search for Specific Files Examine Files for Strings

2(b) 3(a)

Action: Action: Action: Action: Action: Action:
GetLogDrives | GetDrvType FindFirstFile J FindNextFile CreateF.Map | MapFileView
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MAEC Schema Overview - Initial Release
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Permanent
®
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Mame

Type x=istring

Size
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HS SEDI

Dynamic Malware Analysis <-> MAEC

APl Call
; s MAEC: API Call |
Dynamic 1) ) |

Malware I !

Analysis l :API Call Parameters = m
Engine o .

_____ Optional

Process

1) An APl call is captured by the analysis engine and mapped to MAEC’s enumeration of AP
calls.

2) The MAEC enumerated call is mapped to its corresponding action.

3) The MAEC defined action is mapped to a corresponding MAEC effect (as necessary), which
is populated by the parameters of the call.

4) The MAEC effect is linked to a MAEC object (as necessary).

5) Any extra data output (e.g. file attributes, network capture, etc.) from the analysis engine
is mapped to its corresponding object (as necessary).
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Test Case: CWSandbox Output

1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:

1812, Caller

181z ,Caller:
1 §77LB0000 ("CRYPT3S2.
§77AE0000 ("CRYPTIZ.
$77AB0000 ("CEYPT3Z.
1 $77480000 ("CRYPT3Z.
$77AB0000 ("CRYPT3Z.
$77AB0000 ("CRYPT3Z.
1 §77AB0000 ("CEYPTIZ.
§77L30000 ("CEYPTIZ.
§77LB0000 ("CRYPT32.
§77LB0000 ("CRYPT32.
§77LB0000 ("CRYPT32.
§77LE0000 ("CRYPT32.
§77LE0000 ("CRYPT3Z.
177480000 ("CRYPT32.
§77AE0000 ("CRYPTIZ.

1812 ,Caller

181z ,Caller:
15812, Caller:

151z, Caller

1812, Caller:
1812, Caller:

15812, Caller

1812,Caller:
1812, Caller:
1812, Caller:
1812, Caller:
1812, Caller:
1812, Caller:

15812, Caller

15812, Caller:

:$DD4DDDDD("KBBZSBBS.EXE"],BEFORE,tprileSystem.”FinFirstFilm
181z ,Caller:

$00400000 {"KBS239585 . exe”) , BEFORE, typFileSysten, "SetFilelttriln
$00400000 {"KBS239585 . exe”) , BEFORE, typFileSysten. "DeleteFilal” -

dll™) , AFTER, cypRegistry.
dll™) , AFTER, cypRegistry.
dll™) , AFTER, typRegistry.
dll™), AFTER, typRegistry.
dll"™), AFTER, typRegistry.
dll"™), AFTER, typRegistry.
dll"™), AFTER, typRegistry.
dll™) , AFTER, cypRegistry.
dll™) , AFTER, cypRegistry.
dll™) , AFTER, cypRegistry.
dll™) , AFTER, cypRegistry.
dll™) , AFTER, typRegistry.
dll™) , AFTER, cypRegistry.
dll™) , AFTER, cypRegistry.
dll™) , AFTER, cypRegistry.

Raw CWSandbox Output

%

"RegbpenKeyExi"
"RegEnumEeyi" -
"ReglpenKeyExi"
"ReglpenKeyExd"
"RegEnumEeyvi" -
"ReglpenEevExL"™
"RegEnuwWalueW"
"RegOpenEevExL™
"RegEnuWalue W™
"RegOpenEeyExL™
"RegOpenEeyExL™
"RegOpenKeyExT"
"RegOpenKeyExW"
"RegbpenKeyExT"
"ReglreateKeyExW

Python XSD

Homeland
Security

Bindings

<El

<el

-> MAEC

<hction

Homeland Security Systems Engineering and

Terue” o

<Descriptionss>

<hction Initiator

"Process">

"Copy”

<Initiator Name>KBES23988.exe</Initiator Names

<Process_ID=1080</Process_ID>
<Thread_ID>1512</Thread ID>

</hction_Initiator>
<action_ Implementations

<API_Call>
<Name>CopyFilell< /Name>=
<A4FI_Call Parameter
<Name>=filetypes /Names
<Valuerfile< Valuex
</API_Call Parameter:>
<A4FI_Call Parameter
<Namersrcfile Mames
=Waluexc: WEBBE23988. exel/Value>
</API_Call Parameter:>
<&PI Call Parameter
<Namerdstfile< Mame>

e,

g,

regren,

Development Institute

"oopy_file"»

<Value:=C: YW \WINDOWSY Y systen3z2) Yyntos. exed /Value=

</API_Call Parameter:>

<A4FI_Call Parameter
<Name>creationdistribution< Name>
<Value>CREATE ALWAYI</Valuex

</API_Call Parameter:>

<A4FI_Call Parameter
=Nanerdesiredaccess< /Name>
<Value>FILE_ANY ACCEZS3</Value>

</API_Call Parameter>

<A4FI_Call Parameter
“Name>flags< /Name’-
<Value>3ECURITY ANONYMOUS /Values-

</API_Call Parameter:>

</API_Call>

</fAhction_Tmplementations:

MAEC XML
MAEC Actions
MAEC Objects

e,

g,

g,

MAEC Behaviors
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HS SED

Sandbox — MAEC Translator Overview o nd ety el Eogroiog

Intended as a proof of concept for MAEC
Currently implemented:

Ll

http://www.sunbeltsandbox.com

Sandnet/Vigilant (MITRE developed)*
*Not a translator - supports direct output of MAEC XML

In development:
Anubis

http://anubis.iseclab.org

‘ % ThreatExpert

http://www.threatexpert.com

\._@f Home;land Page 16
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http://www.sunbeltsandbox.com/
http://anubis.iseclab.org/
http://www.threatexpert.com/

I
Other Work: M E C_> ()\ /JO( / . HSSEDI

MAEC XML to OVAL XML Converter
Extracts MAEC Objects (defined as being created by malware)
Converts Objects into OVAL Representations

Creates definitions and tests to check for the existence of these
objects

Capabilities/Use cases

When used with an OVAL interpreter, it permits the automated
testing of the existence of malware artifacts on any host system

Facilitates the interconnection of malware analysis and malware
response

Currently supported artifacts:
(Windows) Files/Directories/Named Pipes
Registry Keys

%@/, Homeland Page 17
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Ongoing Collaboration HS SEDI

Homeland Security Systems Engineering and
Development Institute

IEEE ICSG Malware Working Group

Developed Malware Metadata exchange schema to facilitate the
sharing of sample data between AV product vendors

Attributes for AV classifications, source (URIs), object properties (file
hashes, registry keys), boolean properties (isKernel, isPolymorphic)

MAEC currently imports the IEEE ICSG Malware Metadata
exchange schema

In the future, the IEEE schema may import certain MAEC elements

Industry /Government

Although non-standardized, there has been some related work in
this realm done by industry and government

We are actively collaborating with several companies on how to
best leverage each other’s efforts

Likewise, we are planning on leveraging the work done by
government in the anti-malware space

2> Homeland
" Security
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Emerging Collaboration EFE HSSED

3
Related MSM Efforts MZAEC.

There is significant overlap between MAEC, CAPEC, and CEE in
describing observed actions, objects, and states.

As such, we're working on developing a common schematic
structure of observables for use in these efforts:

Ohject Enumeration
L2 = [ Object_Enum |®
Type Ohject_Enum
Action_Enumeration
= = [ Action_Enum &
Type Action_Enum

S
= [" State_Erum &
LType State_Enum

Walue_Type_Enumeration
i E!—( [ ValueType_Enumj@
Type WalueType_Enum

Cn:nmmn:nnT':.fpes

Others
Feature requests on Handshake group, discussion list

Anubis & ThreatExpert translators are being developed as a result of a
user request

We encourage submission of any other such requests

Homeland Page 19
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HS SEDI

MAEC Community: Discussion List e

Request to join:
http://maec.mitre.org/community/discussionlist.html

Archives available
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http://maec.mitre.org/community/discussionlist.html

MAEC Community: MAEC Development HSSEDI

Group on Handshake

MITRE hosts a social networking collaboration
environment: https://handshake.mitre.orq

Supplement to mailing list to facilitate collaborative
schema development

8 Mt MAKE Devbaperast Gironn  Meriie Fiobse .
[T S ——————
& -cC R * O o LT o ram—pa———— ]

¥ T handebub WL Dovebopewent . ) | 27 WAL Lok | L St bt e S bawn
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https://handshake.mitre.org/

HS SEDI

‘ u r r e n t St at u S Homeland Security Systems Engineering and
Development Institute

Initial Schema Release

V1.01 — intended to cover host-based attributes obtained through
dynamic analysis/sandboxes

Soon to be released on public website
Available immediately on Handshake group

Translator Tool Development Ongoing
CWSandbox Translator released
MAEC -> OVAL converter released
Anubis, ThreatExpert translators forthcoming
All tools are available on Handshake group

%@/, Homeland Page 22
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Future Development Plans === T

Expand MAEC coverage of network attributes
Possible focus: bots/botnets

Create RDF/OWL ontology based on MAEC schema

Revise schema to better support characterization of
relationships between actions/behaviors
Implement common observables schema

Based on MAEC/CAPEC/CEE collaboration
Encourage and invite more participation in the development
process

MAEC Website: http://maec.mitre.orq (contains MAEC Discussion
list sign-up)

MAEC Handshake Group

%@/, Homeland Page 23
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http://maec.mitre.org/

HS SED

Su I I I I I I a.r Homeland Security Systems Engineering and
Development Institute

MAEC is attempting to address many of the issues that are
Integral to accurate and unambiguous communication
about malware

The adoption of MAEC will facilitate new methods of
correlation and automation against malware

MAEC is an open, collaborative effort. It needs expertise
and input from various parties in order to be successful
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